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Practical encrypted neural network inference under the CKKS fully homomorphic encryption (FHE) scheme
relies heavily on accelerating two key kernel operations: Matrix-Vector Multiplication (MVM) and Convolution
(Conv). However, existing solutions—such as expert-tuned libraries and domain-specific languages—are
designed in an ad hoc manner, leading to significant inefficiencies caused by excessive rotations.

We introduce MKR, a novel composition-based compiler approach that optimizes MVM and Conv kernel
operations for DNN models under CKKS within a unified framework. MKR decomposes each kernel into
composable units, called MetaKernels, to enhance SIMD parallelism within ciphertexts (via horizontal batching)
and computational parallelism across them (via vertical batching). Our approach tackles previously unaddressed
challenges, including reducing rotation overhead through a rotation-aware cost model for data packing, while
also ensuring high slot utilization, uniform handling of inputs with arbitrary sizes, and compatibility with
the output tensor layout. Implemented in a production-quality FHE compiler, MKR achieves inference time
speedups of 10.08X-185.60x for individual MVM and Conv kernels and 1.75X-11.84X for end-to-end inference
compared to a state-of-the-art FHE compiler. Moreover, MKR enables homomorphic execution of large DNN
models, where prior methods fail, significantly advancing the practicality of FHE compilers.
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1 Introduction

Problem Statement. Fully Homomorphic Encryption (FHE) [Gentry 2009] allows computation
on encrypted data, enabling secure task offloading to untrusted cloud servers. The CKKS scheme
[Cheon et al. 2017] is preferred in privacy-preserving machine learning (PPML) [Lee et al. 2022a]
due to its support for SIMD parallelism (shared with BGV [Brakerski et al. 2011] and BFV [Fan and
Vercauteren 2012]) and unique fixed-point arithmetic capabilities. In practical encrypted inference
using DNNs, efficient implementation of two key kernels—Matrix-Vector Multiplication (MVM) and
Convolution (Conv)—is crucial. These kernels involve interacting plaintext weights with encrypted
(feature) vectors or images, utilizing element-wise ciphertext-plaintext additions and multiplications
as well as ciphertext rotations. Each ciphertext and plaintext can hold % elements (where N is the
polynomial ring degree [Cheon et al. 2017]), necessitating advanced data layout transformations.
Given that rotations are substantially more expensive than other operations [Liu et al. 2025; Zhang
et al. 2025], minimizing their usage is vital for optimizing MVM and Conv performance.

In this paper, we present a compiler approach to optimize matrix-vector multiplication (MVM) and
convolution (Conv) under the CKKS scheme for single-CPU execution. The goal is to minimize costly
rotations while maximizing ciphertext slot utilization (S denotes % slots). Efficiently achieving
this on a single CPU remains challenging; multi-core extensions are possible but out of scope.
Challenges. Ensuring security requirements [Albrecht et al. 2019; Bossuat et al. 2024] necessitates
large slot sizes (typically 32K or 64K in PPML applications, supported by FHE accelerators like
F1 [Samardzic et al. 2021] and CraterLake [Samardzic et al. 2022]). Combined with the limited
operations in FHE schemes, including CKKS [Cheon et al. 2017], this creates several interrelated
challenges for optimizing MVM and Conv kernels on CPUs:

e C1. Controlled Rotations. Minimizing costly ciphertext rotations, which arise from the need
to align plaintext weights with encrypted vectors in MVM and images in Conv, is a complex task.

e C2.Data Packing. The challenge lies in maximizing slot utilization while managing the trade-off
between SIMD parallelism and increased rotation costs, which complicates optimization.

e C3. Cost Model. Developing a cost model to systematically balance rotation overhead with slot
utilization is challenging, especially considering the need for rotation-aware data packing.

e C4. Uniform Handling of Varying Input Sizes. DNN inputs vary in size, often exceeding
ciphertext capacity and requiring partitioning. A uniform handling of both small and large inputs
is required to efficiently map tensors without unnecessarily increasing multiplicative depth.

e C5. Output Tensor Layout Compatibility. Ensuring that output tensor layouts match their un-
encrypted counterparts—without incurring extra rotations in subsequent layers—while achieving
high-performance MVM and Conv is essential for seamless integration and efficiency.

o C6. Unified Approach for MVM and Conv. Developing a unified framework to optimize both
MVM and Conv using a shared abstraction is a challenging and unexplored task.

Table 1. Comparison of MKR with FHE-MP-CNN and FHELIPE in addressing Challenges C1 - Cé6.

C2 C4 C5
Approach c1 MVM Conv 3 MVM Conv | MVM  Conv ce
FHE-MP-CNN | X Diagonal Full Replication | X | V X v X | X
FHELIPE X | Full Replication Full Replication | X v v X X X
‘ MKR ‘ v ‘ Rotation-Aware Rotation-Aware ‘ v ‘ v v ‘ v v ‘ v ‘

Prior Work. Research on optimizing MVM and Conv for homomorphic execution is still in its
early stages, focusing mainly on enabling these operations through data packing rather than
improving them by reducing rotation overhead for better inference efficiency. Existing work falls
into two categories: expert-designed libraries, such as CryptoNets [Gilad-Bachrach et al. 2016],
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nGraph-HE2 [Boemer et al. 2019], and FHE-MP-CNN [Lee et al. 2022b]—with FHE-MP-CNN as the
benchmark—and DSL compilers, including HECO [Viand et al. 2022], CHET [Dathathri et al. 2019],
EVA [Dathathri et al. 2020], and FHELIPE [Krastev et al. 2024], with FHELIPE as the leading example.
As shown in Table 1, both FHE-MP-CNN and FHELIPE overlook most of the six outlined challenges
and inadequately address the rest, leading to significant inference inefficiencies for MVM and Conv.

FHE-MP-CNN provides expert-tuned MVM and Conv implementations. For MVM, it packs each
diagonal of the plaintext weight matrix, neglecting slot utilization. For Conv, it fully replicates the
encrypted image, achieving 100% slot utilization but producing non-contiguous output channels.
FHE-MP-CNN supports only small models like ResNet-20 on CIFAR (3 X 32 x 32), where each image
fits in a single ciphertext, making it unsuitable for larger inputs like ImageNet (3 x 224 x 224).

FuELIPE [Krastev et al. 2024], a DSL compiler, automates data packing and matches FHE-MP-
CNN'’s performance. For both MVM and Conv, it handles arbitrary input sizes by partitioning
them to fit ciphertext slots, applying power-of-2 padding when needed. FHELIPE maximizes slot
utilization through full data replication but leaves outputs misaligned, requiring additional rotations
for subsequent layers. By focusing on data packing without considering rotation overhead, FHELIPE
performs comparably to FHE-MP-CNN but remains suboptimal for MVM and Conv.

Recently, OrionN [Ebel et al. 2025] was introduced as an FHE compiler framework for translating
DNNs written in PyTorch into FHE programs, supporting ImageNet models such as ResNet-34 and
ResNet-50, as well as high-resolution FHE object detection with YOLO-v1. CINNAMON [Jayashankar
et al. 2025] focuses on system-level techniques for scale-out accelerator design and parallel program-
ming in FHE compilers for models like BERT, achieving significant speedups over CPU execution.

This Work. In this paper, we introduce MKR, a novel composition-based compiler approach for
optimizing MVM and Conv under CKKS in a unified framework. Guided by a rotation-aware cost
model, MKR minimizes rotation overhead while maintaining high slot utilization. Our approach
is based on two key insights: (1) high slot utilization can degrade performance due to excessive
rotation overhead from large data replication; and (2) MVM and Conv share similar computation
patterns, enabling unified optimization through divide-and-conquer decomposition.

MKR addresses all six challenges outlined in Table 1, which were overlooked or insufficiently
handled by prior work. It decomposes MVM and Conv into composable units called MetaKernels,
each encapsulating computation and data, requiring only one rotation. This design improves
SIMD parallelism within ciphertexts (horizontal batching) and computational parallelism across
ciphertexts (vertical batching). MetaKernel results are combined to produce outputs with consistent
layouts, avoiding the costly layout conversions required by FHELIPE [Krastev et al. 2024].

Contributions. MKR significantly advances the practical deployment of large DNN models for
encrypted inference. This paper makes the following major contributions:

e A composition-based compiler approach, MKR, that balances rotation overhead and slot
utilization, significantly improving the efficiency of homomorphic MVM and Conv execution.

e The first unified framework for optimizing MVM and Conv using MetaKernels under CKKS.

o The first rotation-aware cost model for data packing in MVM and Conv.

e A comprehensive evaluation of MKR on real-world DNN models, including cases where
ciphertexts exceed capacity, demonstrating performance gains over FHELIPE [Krastev et al.
2024], a state-of-the-art FHE compiler. MKR achieves 10.08x-185.60x speedups for MVM
and Conv kernels and 1.75X-11.84x improvements in end-to-end inference.

Although our presentation focuses on CKKS, MKR generalizes to all RLWE-based FHE schemes,
including RNS-CKKS [Cheon et al. 2019], BGV [Brakerski et al. 2011], and BFV [Fan and Vercauteren
2012], as it relies on a common set of three key FHE operations in RLWE-based schemes.
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2 Background

We provide a brief overview of FHE and the CKKS scheme [Cheon et al. 2017], focusing on a set of
three key FHE operations relevant to this work. A conceptual understanding of these operations is
sufficient to follow our approach, without requiring deep knowledge of FHE intricacies.

2.1 Fully Homomorphic Encryption

FHE [Gentry 2009] enables quantum-safe computation on encrypted data without decryption,
supporting PPML where the computing party remains blind to the data but can still generate
encrypted results. A key PPML use case is secure task offloading to untrusted cloud servers.

Modern FHE schemes fall into two categories: Ring Learning With Errors (RLWE)-based (e.g.,
BGV [Brakerski et al. 2011], BFV [Fan and Vercauteren 2012], and CKKS [Cheon et al. 2017] (its
RNS-CKKS variant [Cheon et al. 2019]) for arithmetic circuits and Learning With Errors (LWE)-
based (e.g., GSW [Gentry et al. 2013], FHEW [Ducas and Micciancio 2015], and TFHE [Chillotti et al.
2018]) for boolean circuits, each targeting specific cryptographic challenges and computations.

RLWE-based schemes support SIMD parallelism, packing multiple elements into one ciphertext
for efficiency. Homomorphic addition and multiplication operate element-wise on encrypted vectors,
while rotation shifts encrypted elements left or right, making data manipulation costly.

2.2 The Cheon-Kim-Kim-Song Scheme

CKKS [Cheon et al. 2017], derived from BGV [Brakerski et al. 2011], supports approximate arithmetic
on encrypted data. A cleartext vector of size N /2 is encoded and encrypted into a ciphertext over
the ring Zo[X]/(XN + 1), where N is the ring degree and Q is the ciphertext modulus. Each
ciphertext holds S = N/2 complex numbers. CKKS reduces the modulus size after multiplication
through rescaling, similar to rounding in floating-point arithmetic, to control noise and maintain
precision. Each multiplication consumes one modulus level, with the total levels L defined by the
initial modulus Q = gqo - [1%; ¢;. The modulus at level £ is Q° = qo - [1%, ¢i. Once reduced to qq,
no further multiplication is possible without bootstrapping [Cheon et al. 2024; Krastev et al. 2024;
Liu et al. 2025]. Q depends on the input scale A (for fixed-point arithmetic), output scale g, (for
precision), and multiplicative depth (initial level L). Since operations at higher levels are more
expensive, reducing multiplicative depth is important.

RNS-CKKS [Cheon et al. 2019] improves CKKS by using the Residue Number System (RNS) to
decompose a polynomial at level £ with modulus Qf into ¢ + 1 smaller polynomials with co-prime
moduli qo, . . ., g, each representable by a 64-bit integer, improving arithmetic efficiency.

Due to its unique support for fixed-point arithmetic, CKKS—particularly its RNS-optimized
variant—has been integrated into a number of FHE compilers [Boemer et al. 2019; Dathathri et al.
2020; Krastev et al. 2024; Li et al. 2025; Viand et al. 2022] to enable PPML [Lee et al. 2022a].

CKKS supports a limited set of operations: HAddCP (ciphertext-plaintext addition), HAddCC
(ciphertext-ciphertext addition), HMulCP (ciphertext-plaintext multiplication), HMulCC (ciphertext-
ciphertext multiplication), and HRot (ciphertext rotation). For MVM and Conv with plaintext
weights, we focus on HAddCC, HMulCP, and HRot, following prior work [Krastev et al. 2024; Lee
et al. 2022b]. Their time complexities under RNS-CKKS are O(NL) for HAddCC and HMulCP, and
O(N log NL?) for HRot [Dathathri et al. 2019]. As HRot is one to two orders of magnitude costlier
across different modulus levels [Cheon et al. 2024; Liu et al. 2025], reducing rotation overhead while
maintaining high slot utilization is key to optimizing MVM and Conv.

To understand MKR, it suffices to know that HAddCC and HMulCP perform element-wise
operations on encrypted vectors, while HRot(c, s) cyclically shifts the vector in ciphertext c by |s]
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Fig. 1. FHE-MP-CNN’s MVM solution (S = 8): (a) C = BX A (n = 8,k = 4); (b) Homomorphic implementation
by mapping 11 diagonals, diag[@] - diag[10], of B to 11 distinct plaintexts and encrypting A as a ciphertext.

positions—leftif' s > 0, right if s < 0. In figures, ¢ < 0 and ¢ > o denote HRot(c, 0) and HRot(c, —0)

for o > 0. We write HAddCCZ;& ¢k to represent homomorphic addition instead of ZZ;(} Ck-

3 Motivation

Our motivating kernel is MVM, C = B X A, where B and A have shapes [n, k] and [k], respectively,
producing C with shape [n]. Many DNN operations, such as fully connected layers in ResNet [He
et al. 2015] and linear layers in LLMs [Meta 2024], map directly to MVM. In PPML, A is a ciphertext
encrypting k elements, while B represents plaintext weights.

We begin with an MVM example where B and A have shapes [8,4] and [4] (n = 8,k = 4) using
a ciphertext with S = 8 to introduce MetaKernels and highlight differences between MKR and
state-of-the-art methods, FHE-MP-CNN [Lee et al. 2022b] and FHELIPE [Krastev et al. 2024]. We
then extend to shapes [8, 8] and [8] (n = 8,k = 8) with S = 32 to show how MetaKernels enable
horizontal composition (batching) within ciphertexts (maximizing SIMD parallelism) and vertical
composition (batching) across ciphertexts (exposing computational parallelism). These examples
illustrate how MKR addresses Challenges C1-C5 (Table 1) through a rotation-aware cost model
that minimizes rotation overhead while ensuring high slot utilization. C6 is discussed in Section 4.2.

In homomorphic MVM, we analyze the total rotations and slot utilization of B, defined as
(nxk)/(S Xnc), where ng is the number of plaintexts used to pack B. Efficient packing of plaintext
weights is crucial as it impacts the number of rotations needed to align with A.

Case 1: n = 8 and k = 4 (S = 8). We first review the solutions from FHE-MP-CNN [Lee et al.
2022b] and FHELIPE [Krastev et al. 2024], then present our MetaKernel-based solution for this case.
FHE-MP-CNN. FHE-MP-CNN implements the fully connected layer of ResNet-20 as MVM using
the SEAL library [SEAL 2020], as shown in Figure 1. It performs HMulCP between each diagonal
vector of B and A, requiring A to be pre-rotated for alignment. This produces 11 intermediate
ciphertexts, combined using HAddCC to generate C with the same layout as A. FHE-MP-CNN
requires 10 rotations (n + k — 2) due to excessive zero padding. Increasing the slot size S does not
reduce rotations since FHE-MP-CNN always packs one diagonal per plaintext, leading to poor slot
utilization when S is large relative to n. The slot utilization rate of B in this example is 36.4%.

FHELIPE. FHELIPE [Krastev et al. 2024], a DSL compiler, automates data packing by fitting as
many rows of B as possible into a plaintext to maximize slot utilization, replicating A to match the
shape of B, as shown in Figure 2. It computes partial products using HMulCP, sums each row’s
products logarithmically using HAddCC (requiring row padding to a power of 2), and merges them
to produce C. However, C ends up with a non-contiguous layout, often needing costly masking
and rotations to restore it for subsequent layers. By fully replicating B, FHELIPE maximizes slot

Proc. ACM Program. Lang., Vol. 9, No. OOPSLAZ2, Article 317. Publication date: October 2025.



317:6  Peng Yuan, Yan Liu, JianXin Lai, Long Li, Tianxiang Sui, Linjie Xiao, Xiaojing Zhang, Qing Zhu, and Jingling Xue

(ol

P 1| R2|Ag Ao A1 A2 A3

L e
oo BB 1B I e BBes
oo R | e | | e [FRTR e e
o000 S e
nnnGnn0 &le [+ ]+ [SIoTe0e "
' Ciphertext 0 ' :Ciphertext1: :Ciphertext:Z: Ciphertext 3 '

|Co e[ Ca [Gs[ €1 [C[ o [€7]
Pack into One Ciphertext

Fig. 2. FHELIPE’s MVM solution (S = 8) for the example in Figure 1(a).

utilization but overlooks rotation costs, degrading performance when n X k is large relative to S.
In this example, FHELIPE achieves 100% slot utilization for B at the cost of 12 rotations.

Our MKR Approach. We decompose MVM into MetaKernels, batching horizontally to improve
slot utilization (SIMD) and vertically to expose computational parallelism. A rotation-aware cost
model guides this to minimize rotation overhead while maintaining high slot utilization.

For MVM, we apply the Halevi-Shoup diagonal method [Shai and Victor 2014] to construct and
optimize MetaKernels. For a vector v with encrypted elements, W( v, s) denotes a circular shift of v
by s positions. For instance, if v = (v, v, v3, v3), then m(v, 1) = (v1,0s,03,09) and m(v, -1) =
(03, vg, U1, 02). HRot (v, s) matches HRot(v, s) when v occupies a ciphertext of size S = ||, but
becomes non-trivial when v is embedded in a larger ciphertext (S > |o|). For example, embedding v
in ¢ = (v, vy, V2, 03, #) yields HRot(c, 1) = (v, v, 3, #,v9) and HRot(c, —1) = (#, v, 1, v2,v3). Thus,
HRot (v, 1) and HRot (v, —1) cannot be realized using HRot(c, 1) and HRot(c, —1), respectively.

For a plaintext p, p < o (p > 0) denotes a circular left (right) shift of p by o for o > 0. For a
matrix W (plaintext or ciphertext), W < o (W > 0) denote circularly shifting each row of W by o.

For a matrix W, W[i] represents the i-th row, W; ; the element at row i and column j (with both
starting from 0), and W{i : j] the submatrix from columns i to j inclusive. If W is a (row) vector,
W[0] = W, W; denotes the i-th element, and W[i : j] the sub-vector from i to j inclusive.

In Figure 3(a), we use the Halevi-Shoup diagonal method [Shai and Victor 2014] to compute C =
Co _ By x A
Cy - B xA
(size 4 x 8), where D; is the diagonal matrix of B; (Section 4.1). Replicating A as A, = [A, A] yields:

B x A homomorphically by reformulating it as two sub-MVMs: .Let D = [Dy, D1]

C = DIAG(Aep, D) = HAddCC?:OHMuICP(HRot(Arep, i), D[i]) (1)
By packing B more efficiently as M = [D[0] > 0; D[1]>1; D[2]>2; D[3] >3] (where [ -; -]
denotes vertical stacking of matrices'), we shift the necessary rotations from A (runtime) to B

(compile-time), thereby reducing runtime overhead as illustrated in (Figure 3(b)):

C = IMRA (Arep, M, 1) = HAdCC2_ HRot (HMUICP(Ayep, M[i]), i) ()

In MATLAB, this corresponds to vertical concatenation using “;”.
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Fig. 3. MKR’s MVM solution (S = 8) for the example in Figure 1(a): (a) DIAG (Equation (1)); (b) Unblocked
IMRA (bs = 1); (c) Blocked IMRA (bs = 2); (d) FHE program generated from (c) with HRot replaced by HRot.

By vertically blocking M with block size bs = 2, we derive the following Iterative Multiply—Rotate-
Accumulate (IMRA) pattern, which forms the basis for optimizing MVM and Conv (Figure 3(c)):

C = IMRA(AY,, € R"*, M> € R™"! Shift = bs)

= HAddCC;o:‘(A;/bs_1 MetaKerneI(AEep, Mb[(g X bs: (g+1) X bs— 1], Shift)

®3)
= HAddCC)%'"* " HRot| HAACC} ' HMUICP (A%, [b], M°[g x bs+ b]), Shift

rep

For this example, row = 4 and col = 8. M is derived by circularly shifting M’s odd rows by 1, and
Arep is expanded into a 2 X 8 matrix Afep, with A]r’ep [i] = W(Arep, i) to align with MP. Intra-block
shifts enable lockstep rotation for efficient execution. The unblocked IMRA pattern is a special case
with bs = 1. Each MetaKernel performs bs HMulCP’s, bs — 1 HAddCC’s, and one rotation on AE’ep
and block M}’ = MP[i x bs:ix bs+ bs— 1]. There are four MetaKernels if bs = 1 and two if bs = 2.
The IMRA pattern explores different layouts for B by composing MetaKernels—horizontally to
improve slot utilization (SIMD parallelism) and vertically to enhance computational parallelism.
Unlike prior work, MKR uses rotation-aware data packing in MetaKernel composition, enabling a
fast exhaustive search to minimize rotations first and maximize slot utilization in case of ties.
Figure 3(d) shows MKR’s solution, derived from Figure 3(c) (or indirectly from Figure 3(b) via

Figure 3(c)). Since S = 8, each row of Afep and MP fits within a ciphertext and plaintext, respectively,

allowing HRot to be replaced by HRot. The two MetaKernels, each performing two HMulCP’s, one
HAddCC, and one rotation, are composed vertically. MKR achieves 100% slot utilization for B with
only 3 rotations—the minimum possible—far fewer than FHE-MP-CNN and FHELIPE.

If Figure 3(b) (unblocked) is used as the solution, 4 rotations are required despite achieving 100%
slot utilization for B. In general, transitioning from an unblocked to a blocked layout with block
size bs reduces intra-block rotations from bs to 1 but incurs additional rotations for expanding
Arep—a trade-off that can be systematically evaluated using our rotation-aware cost model. Since
Figure 3(c) reduces the total rotation count by one, MKR favors it over the unblocked pattern.

Case 2: n = 8 and k = 8 (S = 32). In this larger MVM example, FHE-MP-CNN requires 14 rotations
with 13.3% slot utilization for B, while FHELIPE requires 9 rotations with 100% slot utilization.
FHE-MP-CNN preserves C’s layout, but FHELIPE scatters C’s 8 elements across a vector of size 32,
|CofCal#]-[#]Ci] G5 #] . [#]Cz|Co]#].[#]C3]C7]#]-]#], requiring rotations to restore its original layout.
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Fig. 4. MKR’s MVM solution (S = 32) for C = BX A (n = k = 8): (a) IMRA(Arep € RVE, M € R¥®,1); (b)

IMRA(A]r”ep € R2¥8 MP e R¥*8 2); (c) IMRA(X € RZX24 Y e R¥*%4 2); (d) FHE program generated from (c).

To improve slot utilization, MKR applies blocking to a given IMRA pattern (unblocked or pre-
blocked), enabling vertical (as in Figure 3(d)) and horizontal composition of MetaKernels (as shown
here). Horizontal composition packs and concatenates data blocks into a larger block, forming a
single MetaKernel. For MVM, this involves embedding blocks of B and replicating A for alignment.
To synthesize an FHE program from the optimized pattern, all logical HRot rotations in horizontally
composed MetaKernels must be replaced by HRot —a challenge our approach addresses.

Figure 4 illustrates MKR’s optimal solution. Figures 4(a) and (b) depict C=IMRA(A,ep € R'*¥, M €
R8*3 Shift = bs = 1) and C = IMRA(Alr’ep € R?*8 MbP e R3*S Shift = bs = 2), analogous to
Figures 3(b) and (c). Figure 4(c) shows the optimized IMRA pattern layout, C=Reduce(IMRA(X €
R2X24 Y € R¥2 Shift = bs = 2),2,12) (with two MetaKernels), executed homomorphically in
Figure 4(d) with HRot replaced by HRot. For a ciphertext Z, the reduction operation is defined as:

HAddCC/Z HRot(Z,i x Shift) r>1 @

r=1
For this example, r = 2 denotes the number of horizontally batched MetaKernels, requiring result
reduction. The first eight elements of C, [Cy, Cy, . .., C7], match the expected layout.
Here, we transform Figure 4(b) (with four blocks M(l)’ —Mé’) into Figure 4(c) (with two blocks Yy

and Y;). X is derived by replicating A}r’ep three times. By Equation (3), the HRot offsets for M(l)’ , M}’,
Mg ,and Mé’ are 0, 2, 4, and 6, respectively, with the blocks cyclically distributed across Y; and Y;.
For M?, instead of placing it directly in Yy, we embed MY < 4, aligning it with the second A,
position in the first row of X. This avoids a HRot rotation since 4 — 4 = 0, like M(l)’ at the start of Y;.
Similarly, M§’ < 4 is embedded in Y}, requiring a HRot rotation of 6 — 4 = 2, the same as M}’ inY;.

Reduce(Z, r, Shift) =

Directly implementing HRot for MP and MY < 4 (offset 2 in Y;) would be costly. However, cyclic
embedding creates an unused 4-element gap, repurposed as a shift buffer for redundant computation
of the first four elements in each block (only the first two are needed). As shown in Figures 4(c)
and (d), HRot can now efficiently handle the two logical HRot rotations using this shift buffer.

Our solution requires 5 rotations (lowest possible) and achieves 50.0% slot utilization for B.

4 The MetaKernel-Based Design

We now present MKR, a new approach for synthesizing high-performance homomorphic MVM and
Conv kernels using the MetaKernel-based IMRA pattern, addressing Challenges C1-C6 (Table 1).
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Fig. 5. MKR’s approach for optimizing homomorphic MVM and Conv using a MetaKernel-based framework.

Each MetaKernel encapsulates computation and data, requiring one rotation. MetaKernels are com-
posed vertically and horizontally via blocking and repacking, forming rotation-aware IMRA layouts.
MKR optimally balances rotation overhead and slot utilization, achieving SIMD parallelism within
ciphertexts (horizontal batching) and computational parallelism across them (vertical batching).

Figure 5 shows how MKR maps MVM and Conv kernels into FHE programs. Starting from initial
IMRA layouts (Algorithm 1 for MVM and Algorithm 3 for Conv), MKR optimizes them using the
same horizontal and vertical batching process (Algorithm 2). We introduce ke2col, a novel approach
for computing Conv homomorphically, enabling a unified framework for both MVM and Conv.

Therefore, we describe our approach as follows. Section 4.1 focuses on MVM, emphasizing IMRA
pattern optimization (Algorithm 2), as the basics of Algorithm 1 are already introduced when
motivating our approach in Section 3. Section 4.2 introduces the initial IMRA layout for Conv
(Algorithm 3), unifying MVM and Conv optimization through reuse of Algorithm 2. Section 4.3
compares MKR with prior work in terms of rotation overhead and slot utilization.

To generate FHE programs for MVM and Conv, we start with an IMRA pattern where all HRot
rotations are logical, as motivated in Section 3 for MVM. We will refine it into an optimized pattern
where HRot is replaced by HRot for homomorphic execution with slot size S.

An FHE program derived from an IMRA pattern layout (or configuration) for an MVM or Conv
kernel K is correct if it produces the encrypted form of the same output as the unencrypted kernel.
Two IMRA pattern configurations of K are equivalent if they yield the same encrypted output.

Let W be a matrix of size r X s (ciphertext). HREPLICATE(W, rep) creates a matrix [W, W,..., W]
of size X (s X rep) by horizontally replicating W rep times. VREPLICATE(W, rep, alignment) creates
a matrix [Wy; Wi;...; Wyp_1] of size (r X rep) x s by vertically replicating W rep times, with each
row of W; circularly left-shifted by alignment[i]: W; = W < alignment[i].

4.1 Matrix-Vector Multiplication (MVM)

We present our algorithms for generating a high-performance homomorphic kernel for C = B X A,
where B and A have shapes [n, k] and [k], respectively, with slot size S. B must be shape-divisible
(n%k =0V k%n = 0); otherwise, both are zero-padded. We assume each row and column fits into
S, which is reasonable since § > 32K is typical [Cheon et al. 2017; Samardzic et al. 2021, 2022].

In Section 4.1.1, we formalize the unblocked IMRA pattern (Section 3). In Section 4.1.2, we
optimize it through blocking, enabling horizontal and vertical MetaKernel composition.

4.1.1 Unblocked IMRA Pattern. Following the motivation in Section 3, we apply the Halevi-Shoup

diagonal method [Shai and Victor 2014] to initially create the unblocked IMRA pattern. For a square
matrix U = (Uj j)o<i j<m, We extract its generalized diagonals to form 2 (U):

Z(U) = [diagy; diagy;. .. ; diagy, ], where diag; = (Uo,i, Uy (i+1) % m> - - -> Um—1,(i+m—1) % m) (5)
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Algorithm 1: Code generation for MVM with slot size S using the unblocked IMRA pattern.

Input: B € R™* (plaintext) and A € RF (ciphertext).
Output: FHE program for computing C(ciphertext) = B X A homomorphically
1 M € R"*ka « IMRAPACKING(B), where ng = min(n, k) and kg = max(n, k);
2 Arep < HREPLICATE(A, rep = %);
3 OptPat « OpTiMIZE_IMRA("Zivra = IMRA(Arep € RFe, M € RMa*ka, Shift = 1)");
4 Generate the following FHE-based kernel code:

OptPat from line 16 of Algorithm 2 (where Zp\ra stores the computed result) ; // 5a
Cimra < Reduce(Zivra, £.n) ; // 5b
C < HMulCP(Cimra, mask[1]y) ; // 5¢

Let ngy = min(n, k) and k; = max(n, k). We partition B into k;/ng square matrices, By, By, .. .,
Bi,/ny-1, along dimension n for tall matrices (n > k) and k for short ones (n < k). Diagonal-
izing these matrices gives D = [Z(By), Z(B1),..., Z(Bk,/n,-1)]. To align A with D, we use
HREPLICATE(A, kg/k) to replicate A kq/k times, forming Ay, (a vector of length kg). Thus,

i=0

_ — k
C = BX A = DIAG(Arep, D) = Reduce(HAddCC% ™ HMulCP(HRot (Arep, i), D[i]), =, n)  (6)
n

where Reduce is defined in Equation (4). The i-th sub-vector Aiep =AeplixXng: (i+1)Xng—1]
is used in the i-th sub-MVM calculation B; X Aiep. For short matrices (n < k), the reduction step
combines the partial products from the sub-MVM calculations.

Let M=IMRAPACKING(B) =.# (2 (B)) =.# (D) be a rotation-efficient data packing for B, where
A (D) = [D[0] > 0;D[1] > 1;...;D[ng — 1] > (ng — 1)] (7)
As shown below, this enables transferring rotations from A (runtime) to B (compile-time), yielding:
e k
C = Bx A = Reduce(HAddCC<, ! HRot(HMulCP(Acep, M[i], 1)), . n) 8)
We can now express homomorphic MVM using the following unblocked IMRA pattern:
Zivra = IMRA(Arep € RF¢, M € R"Ka, Shift = 1)
= HAddCC% " MetaKernel(Arep, M[i], i X Shift)
= HAdACC™ "HRot (HMulCP(Ayep, M[i]), i x Shift) ©)

k
Cimra = Reduce(Zpyra, . n)

This initial unblocked pattern consists of n; MetaKernels, each performing one HMulCP and
requiring one rotation. This leads to Algorithm 1, which constructs an FHE-based MVM kernel and
applies OpTiMIZE_IMRA from Algorithm 2 for further optimization (lines 1-3). In the final program
(lines 4-5), the result C is extracted from the first n elements of Cjyra (line 5c¢).

We revisit the two motivating MVM examples from Section 3. For B([8,4]) and A([4]), we illus-
trated DIAG(Ayep, D) in Equation (6) and the unblocked IMRA pattern in Figure 3(a) and Figure 3(b),
respectively. For B([8, 8]) and A([8]), the unblocked IMRA pattern is shown in Figure 4(a).

LEMMA 4.1. Let OptPat represent the unblocked IMRA pattern (Equation (9)) itself in line 3 of
Algorithm 1 (bypassing Algorithm 2). Then the FHE kernel generated by Algorithm 1 for MVM is
correct, even if HRot in the unblocked IMRA pattern is replaced by HRot, provided S = k.
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Proor. For C = B X A, with B plaintext and A ciphertext, the Halevi-Shoup diagonal method
[Shai and Victor 2014], as specified in Equation (6), correctly computes MVM. The transformations
from Equation (6) to Equation (9) preserve correctness due to rotational invariance on B and A,
which is guaranteed by construction. When S = kg, HRot and HRot are functionally identical. O

4.1.2  Optimized IMRA Pattern. For MVM, we begin with the unblocked IMRA pattern (line 3 of
Algorithm 1) and invoke Optimize_IMRA from Algorithm 2 to select an optimal blocking strategy.
For Conv, we start with a pre-blocked IMRA pattern due to the nature of this kernel, as will be
detailed in Section 4.2. To handle both cases, OpTimizE_IMRA is designed to apply additional
blocking, even to patterns that have already been blocked.

Below, we first derive the blocked pattern from the unblocked version, treating the latter as a
special case. Next, we apply OpTimize_IMRA to refine it, enabling horizontal and vertical MetaKernel
composition. Finally, we identify optimal blocking parameters using a rotation-aware cost model.

(a) Blocked IMRA Pattern. Given the unblocked pattern IMRA(Ayep € Rka, M € Ra*ka, Shift =
1) (Equation (9)), we block it by dividing M into n,/ bs blocks along dimension ng, each with bs rows.
We define MP[i] = M[i] < (i % bs), shifting its i-th row within each block by i % bs. We expand
Arep into AEep (size bs x kg) using VREPLICATE(Arep, bs, [0, 1, ..., bs — 1]), setting AEep = [Ap <
0;Arep < 15...; Arep < (bs— 1)] to align with MP. This yields the following blocked IMRA pattern:

Civra = IMRA (AP € RPka P e RPa¥ka Shift = bs)

rep

= HAddCC;‘:"ébS_lMetaKernel(Ab MP[gx bs: (g+1) x bs — 1], g X Shift) (10)

rep’

= HAddCC!/""HRot (HAddccgi—OlHMulCP(AEep[b], MP[g x bs +b]), g X Shift)

where the i-th MetaKernel operates on the i-th block of M, Ml.b = MP[ix bs: (i +1) X bs— 1]. For
convenience, we sometimes refer to all such Mib blocks as M?-blocks.

The unblocked pattern specified in Equation (9) is a special case where bs = 1.

Revisiting the two MVM examples from Section 3, we illustrated the blocked pattern for B([8, 4])
and A([4]) in Figure 3(c) and for B([8,8]) and A([8]) in Figure 4(b), both with bs = 2.
(b) Horizontal and Vertical Batching. In Algorithm 2, we optimize a blocked IMRA pattern

Civra = IMRA(Alr’ep € Rb¥ka pb ¢ RMaxka, Shiff), by replacing HRot with HRot to reduce the
number of rotations, enabling direct generation of an FHE-based kernel (line 16). The optimization
selects a parameter pair (Pp, Ps) (line 1) to further partition MP into P;, superblocks, each consisting
of bs°P'/ bsblocks in the "Superblocking" step (lines 2-7). Next, we batch Ps superblocks horizontally,
fusing their MetaKernels into larger ones and yielding gs = Py, /Ps vertically stacked MetaKernels
in the "Composition" step (lines 8—16). We now describe how to generate an IMRA pattern layout
for a given (Pp, Ps) pair, deferring the discussion of how to select optimal blocking parameters.

o Superblocking (lines 2-7): Conceptually, this step applies blocking to an IMRA pattern that
has already been blocked. We first vertically stack all P, superblocks—temporarily ignoring
P;—to form a superblocked IMRA pattern (line 7) with an updated superblock-level rotation

offset Shift°" (line 6). Each MP-superblock consists of bs®*' rows of MP, or equivalently, bsb—(?
MP-blocks, where bs®®' is defined in line 2. To ensure synchronized rotations, each superblock

applies appropriate shifts to its constituent MP-blocks (lines 4-5). We also expand Zﬁ’ep to AEep of

size bs°P' x kg to align with the superblock structure (line 3).

o Composition (lines 8-16): After creating the super-blocked IMRA pattern (line 7), we horizontally
batch P superblocks, merging their MetaKernels into a larger one. We then vertically assemble

gs = Py /Ps of these enlarged MetaKernels to finalize the optimized pattern (line 16). Each i-th
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Algorithm 2: Oprimize_IMRA: Optimizing a blocked IMRA pattern.

Input: Cyipa = IMRA(AY,, € RP<ka AP e Rraxka, Shiff)
Output: FHE program for computing C(ciphertext) = B X A homomorphically
1 (Pp, Ps) < optimal parameters from minimizing the cost as specified in Equation (11) ;

nd .
2 bsopt — Py

s Ab, « VRePLICATE(A}
4 for0<i<P,do

‘ M'?: [MP; p < OXShift; MP iy iy < 1XShift;...; MPjy pipq < ((f—1) X Shift)], where f= bsb—?
6 Shift,, — 2= x Shift;

7 Create a superblocked IMRA pattern: CFMRA —IMRA(Arep RbSOPthd, MP e Rraxka, Shift°P!);
Py

8 gs «— 3

Ps
9 X € RPb < (Prl) HREPLICATE (AP

10 sy — gsX Shift™™ ;
11 for0 < p < P, do
12 ‘ Mbp — Mb < ((p+gs) X sp)

b B [0 x Shift, 1 X Shift,..., (B0 — 1) x Shift]);

Ps +1);

rep’

13 for 0 < i < gsdo

basbro - b b b . .
14 ‘ Yie [Mi Mi [0: Sf— 1M z+gsM 1+gs[0 Sf— 1].. M l+gs(Ps—1)Ml+gs(Ps—1) [0: sf_l]]] >
15 Generate the following FHE-based kernel code:

Zivra = IMRA(X € REP X (kax(Pet1) y ¢ g7 X (kax (Ps+1) , ShiftoPt = bsbospt X Shiff) ; // 16a
= HAddCCgS_lMetaKerneI(X Y[g x bsPt : (g + 1) x bs°Pt — 1], g x Shift°P!) ; // 16b
= HAddCCE, HRot (HAddCCbSOP “THMuICP(X[b], Y[g X bs®P* + b]), g x Shift"Pt) . // 16c

y CIMRA = Reduce(ZIMRA,PS, kd+sf), // 16d

MetaKernel processes X € R *(P+1) and the corresponding block Y; € R7 X (Ps+1) , where

Y; = Y[i X bs°P" : (i + 1) X bs°?* — 1] according to our convention. X results from rephcatmg Arep
horizontally P, + 1 times, while Y; is obtained by cyclic embedding from MP (lines 10-14).

By cyclically distributing P, MP-blocks, M(')’, M}’, e MBb across Yo, Y1, ..., Yg1, We embed
© Mbngsx(Ps—l
defined as MP i+gsx; shifted by j x sf (line 12), with s¢ specified in line 10.

The HRot rotation offset for MP ijxgs 18 (J X gs+ i) X Shift™®" = j x sp+ix Shift°P* (from
the superblocked pattern in line 7). Embedding MP at j X (kg + s¢) in Y; aligns it with

-1’
) into Y; (line 14), where 0 < i < gs. Here, M is

b aqb
sequences M”;, M M, g5

—it+gs

——i+jXgs
X[jX (kg+sp):jx(kq+sp)+kqg—1] = A'r’ep < (j stfg) as enabled by HREPLICATE (line 9).
This layout reduces the rotation offset for each M i+gsxj from j X sp+1iX Shift°? to i X Shifi°™",
ensuring a consistent HRot rotation offset i x Shift°?" across all P; MP-blocks embedded in Y;,
reaching (gs — 1) X Shift°"" when i = gs— 1. Each MP-block ends with an s r-sized gap, repurposed
as a shift buffer of size sy = gs x Shifi°®* to enable efficient HRot rotations via HRot through
redundant computation. The buffer is thus large enough to handle all required rotation offsets.
As shown in line 14, the first sy section of MP M2, igs 18 replicated at its end, aligning with a

similar replication in X enabled by HREpLICATE (line 9). This produces the final optimized layout
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(16a) with P; MetaKernels (16b). Rotating Y; by i x Shift°" using HRot (instead of HRot) ensures
uniform rotation across all MP-blocks embedded in Y; (16¢), enabling accumulation with HAddCC
(line 16¢) and summarization with Reduce (line 16d) from Equation (4).

Let us illustrate how Optimize_IMRA from Algorithm 2 works using Figure 4 for MVM with
n=k=38(S =32),yielding ng = kd =38. Startmg with the unblocked IMRA pattern in Figure 4(a),

represented as Ciyra = IMRA(Arep € RIS Mb € R¥¥S, Shift = bs = 1), MKR optimizes it in two
steps. Using optimal parameters (Py, Ps) = (4, 2) (line 1), we obtain bs°"* = 2 and Shifi°"" = 2.

In the superblocking step, MKR generates the superblocked IMRA pattern Civra = IMRA(Arep
R?8 MP € R3*8 Shift®' = bsP' = 2), shown in Figure 4(b). In the composition step, with gs =
Py/Pg = 2, we derive Ciyra = Reduce(IMRA(X € R?*?4 Y € R¥™24 Shifi*' = 2),2,12) (line 16),
illustrated in Figure 4(c). This depicts the cyclic embedding of M(])J —M;’ across Yy and Y;. The shift
buffer size is sy = gs x Shift®" = 4. A}’ep is replicated P; + 1 = 3 times. M is circularly left-shifted
by sy = 4 to align with X, with its first half replicated at the end. Similarly, Mg'f is left-shifted by
s¢ = 4 and embedded in Y}, with its first half redundantly replicated.

LEMMA 4.2. In Algorithm 2, the input and output IMRA patterns are equivalent.

Proor. The superblocking phase (lines 2-7) preserves equivalence since the blocking process
inherently maintains the same computation between the superblocked pattern (line 7) and the
input (lines 2-6). In the composition phase (lines 8-16), cyclic embedding (lines 8-14) ensures
that each MetaKernel in the superblocked pattern, once composed in the output pattern (line 16),
produces results identical to the original, thereby preserving equivalence. O

(c) Optimal Blocking (Batching). Among the three primitives—HAddCC, HMulCP, and HRot
—HRot is the most expensive, often one to two orders of magnitude costlier across modulus
levels [Cheon et al. 2024; Liu et al. 2025]. We optimize MVM and Conv by minimizing HRot at the
operator level, while rescaling and bootstrapping are typically applied globally at the model level
in DNNs using our kernels [Cheon et al. 2024; Krastev et al. 2024; Liu et al. 2025].

A blocked IMRA pattern layout enables a rotation-aware cost model to identify optimal blocking
parameters (Pp, P) (line 1 of Algorithm 2) via fast exhaustive search, minimizing total rotations
and, in case of ties, maximizing slot utilization:

n P
Minimize y(rot(Arep) +Ps+1) + L R Ps—1
P b P s N——
One Row — — Reduction
Row Alignment Shift
(11)
Input Cost for Replicating X from A’E:p
subjectto (1) ng %P, =0, (2) % bs=0,3) P, %Ps =0, and (4) kg X (Ps+1) <
The objective function includes "Shift" for ( — 1) HRot rotations (hne 16¢) and "Reduce" for

Ps — 1 rotations (line 16d). Preparing X 1nvolves vertically replicating Arep into Alr’ep (line 3) and

hor1zontally replicating Arep P, + 1 times (line 9) to achieve dimensions 22 P X (kg X (Ps+1)). Let

rot(Arep) denote the rotations needed to obtain one row of A from A. The rotation cost to derive

Tep
X from A includes y(rot(Arep) + P + 1) for the first row and 2 P_b — 1 for aligning subsequent rows.
Here, y(m) computes rotations for replicating A m times as the sum of bit positions of 1’s in m’s
binary decomposition plus the number of 1’s minus 1. For example, y(9) = 3(1001) +2 -1 = 4.
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Constraints ensure: (1) superblocks divide ng, (2) each MP-superblock holds complete Z\’/I\b-blocks,
(3) MetaKernels process equal superblocks (line 16b), and (4) a row of Y fits in one ciphertext.
(d) Generating Optimal FHE-based MVM Kernels. For MVM, we start with the unblocked
pattern from Algorithm 1 and then apply Algorithm 2 to generate a rotation-optimized FHE kernel.

THEOREM 4.3. The FHE-based kernel program generated by Algorithm 2 for MVM is correct.

Proor. The correctness follows directly from Lemmas 4.1 and 4.2. O

4.2 Convolution (Conv)

We describe how MKR generates high-performance homomorphic Conv implementations (with an
encrypted image and plaintext kernel weights) using our MetaKernel-based framework (Figure 5),
addressing Challenges C1-C6 (Table 1). While the classic IM2CoL approach [Jia et al. 2014] efficiently
reduces Conv to GEMM for plaintext computation, it incurs high masking and rotation costs under
FHE due to the expensive process of encoding the encrypted image as a matrix column. Our key
innovation, the Ke2CoL Conv algorithm, adapts Im2CoL for efficient homomorphic execution.
Ke2CoLr enables reuse of the Halevi-Shoup diagonal method [Shai and Victor 2014] to generate
a blocked IMRA pattern (Algorithm 3) for Conv, further optimized using Oprimize_IMRA from
Algorithm 2—the same algorithm used for MVM and other blocked IMRA layouts (Lemma 4.2).

Conv is a key operation in DNN models. An input tensor I € RE»*HXW (input channels Cyy,
height H, width W) is convolved with kernels F € RCouxCnXKixKs to produce an output tensor O €
RCouxHoXWo The output dimensions are H, = | (H+2P;—K;)/S;|+1and W, = [ (W+2P,~K) /S, |+1,
where (S; and Sy) (strides) and P; and P, padding control the output size.

For each output channel co, the kernel F[co] € RCn>KixKz glides across the input tensor I,
computing a local dot product at each spatial position (h, w) in the output:

Cin—1K —1Kz—1
OJco, h,w] = conv(I,F) = Z Z Z Flco,ci, i, j] X I[ci,h+i— P, w+ j— Py (12)
ci=0 i=0 j=0
where I[ci,h+i— P;,w+ j— P;] is treated as zero if (h+i—P;) ¢ [0,H) or (w+j—P;) ¢ [0, W).

We assume Conv is channel-divisible (Cout % Cin = 0 V Cin % Cout = 0); otherwise, I and F are
zero-padded to satisfy this. We further assume each row of I fits into S, which is reasonable for
practical PPML applications since S > 32K [Cheon et al. 2017; Samardzic et al. 2021, 2022].

For a tensor T of shape [mg, my,...,m,_1], T[mo][m4] ... [ms—1] or T[mg, my, ..., ms_1] refers
to the subtensor obtained by fixing the first s indices and varying the remaining r — s indices.

We present our approach for a Conv kernel with K; = K; = K, stride S; = S; = S = 1, and
padding P; = P, = P = (K — 1) /2, preserving the input’s spatial dimensions (H, = H, W, = W)—the
most common scenario in practice. We assume I and O can each be stored in a single ciphertext.
Discussion of other cases is deferred (Section 4.2.4). Our motivating example is shown in Figure 6.

4.2.1 The Classic Im2CoL Algorithm. A naive homomorphic Conv approach is to reuse the Im2Cor
(image-to-column) method [Jia et al. 2014], widely used for plaintext convolutions. IM2CoL reshapes
the input tensor I of shape [Ciy, H, W] into a matrix I of shape [Ci, X K X K, H X W], where
each column represents a flattened receptive field to be convoluted with the kernel. The kernel F
of shape [Cout, Cin, K, K] is reshaped into a matrix F, of shape [Coyt, Cin X K X K], with each row
representing a flattened filter. The convolution reduces to a GEMM between F, and I.o:

Omzcor = Fr X Lol (13)
where each row of O represents an output channel. The Im2CoL transformation is defined as:
Fr[co,cix KXK+iXx K+ j] =F|[co,ci,i, j] (14)
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Fig. 6. The classic IM2CoL algorithm for convolution: (a) an illustrative example; (b) the Im2CoL transformation.
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Fig. 7. The Ke2CoL algorithm, inspired by Im2CoL, for homomorphic convolution: (a) the Ke2CoL transforma-
tion; (b) an FHE kernel using a MetaKernel-based IMRA pattern enabled by Ke2CoL.

Io[ciXx KXK+iX K+ j,hXW+w]| =I[cih+i—P,w+j—P]

col
0,0

Mt Fiy i
> = ’
Fio Fgd

(b)

(15)

where I[ci, h+i—P, w+j—P] is treated as zero padding if (h+i—P) ¢ [0,H) or (w+j—P) ¢ [0, W).
Figure 6 illustrates Im2Cot: Figure 6(b) builds on the example in Figure 6(a), showing how
0]0,0, 2] is computed from the third column of I, which flattens the input convolution window.
While Im2CoL enables Conv via optimized GEMM for plaintext computation, it is unsuitable for
FHE. Applying Im2CoL to encrypted input I requires expensive masking and rotations.

4.2.2 The New Ke2CoL Algorithm. We present Ke2CoL, a novel FHE-optimized algorithm inspired
by Im2CoL. Unlike Im2CoL, which transforms the input I, Ke2Cor transforms the kernel F, preserv-
ing the output tensor O’s contiguous CHW layout as ciphertext. This approach achieves superior
performance in homomorphic Conv, enabling efficient expression via MetaKernels (Equation (10)).

Let I[ci] be the ci-th channel of I in HW (row-major) format. From Im2Cot (Equation (15)), we

observe that the (i X K + j)-th row in I o[ ci] is a cyclic shift of I[ci] by Algn[i X K + j], defined as:
Algn=[(i-P) x W + (j — P)]X LK~ (16)

i=0,j=0
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Given Algn (a one-dimensional array of rotation offsets), I.,] in Equation (15) can be obtained as:
Toi[ci X KX K +i X K+ j] = HRot(I[ci], Algn[i X K + j]) (17)

Here, we apply the same constraint for I[ci, b, w]: I[ci,h + i — P;,w + j — P,] is treated as 0 if

(h+i—Py) ¢ [0,H) or (w+ j—P;) ¢ [0, W). This transformation is illustrated in Figure 6(b).
Based on this, we introduce Ke2CoL (kernel to column), which performs Conv by organizing

kernel weights into a column-oriented matrix. We derive IB;’ (size (K X K) X (H x W)) from I[ci]

by cyclically shifting its i-th row by Algn[i] using HRot (VREPLICATE defined in earlier):

I, = VRepLICATE(I[ci], K X K, Algn) (18)

Next, as described in Section 4.2.3, we transform the kernel tensor F € R out*CinXKXK jn Equation (12)

into a column-oriented matrix F! to align with the input structure in Im2CoL. For each kernel
F[co,ci] € REXK Feol contains a submatrix Fccglci € RIEXK)X(HXW) The (h x W + w)-th column of

Fe!  (used to compute O|co, h, w]) aligns with I”

coci > With padded positions set to zero:

Flco,ci,i,j] if (h+i—P)e[0,H)A(w+j—P)e[0,W
FO LXK+ hx Wt w] = F bl i (h+i-P)[0H)A(wej=P) clOW)
' otherwise
Now, the computation for output channel co follows a MetaKernel-based pattern:
O[co] = HAddCCSn MetaKernel (I, FESL . 0) 0
: 20

= HAddCCSmy HRot (HMulCPIsK =1 (12 1], FeL 1], 0)
where HRot is currently unnecessary but will be required as the approach develops.
Figure 7 illustrates Ke2CoL. In Figure 7(a), Ke2CoL computes O[0] using two such MetaKernels
for Figure 6(a), highlighting the use of the third columns of I I}’, Fg"(’)l, and Fgﬁl to compute O[0, 0, 2].
It also shows Algn = [-4,-3,-2,-1,0, 1, 2,3, 4] used to derive I(')J from I[0] and I}’ from I[1].

4.2.3 Generating Optimal FHE-based Conv Kernels. We formalize MKR for O = conv(I, F), assuming
both I and O fit in one ciphertext. Tensor partitioning is addressed in Section 4.2.4. A key innovation
is to derive a blocked IMRA pattern by interpreting it as an MVM, applying the Halevi-Shoup
diagonal method [Shai and Victor 2014] (Algorithm 3), and using Algorithm 2 to further optimize
it, particularly for small inputs like CIFAR-10 (3 X 32 X 32) [He et al. 2015]. Our approach ensures
the tensor output O matches the layout of its unencrypted counterpart (in CHW format).

To introduce Algorithm 3, we mimic the notation used for MVM in Algorithm 1, assuming I has
k input channels and O has n output channels. Constructing n X k matrices Fgglci from F (line 1)
using Equation (19), we create the following column-oriented matrix for F (line 2)

TRy S
Fcol Fcol . Fcol
peol _ | 10 L1 L= ) o (R(KXK)X(HXW))nXk 1)
col col col
Fn—1,0 Fn—l,l Fn—l,k—l

In line 4, we obtain I” from I. Treating I’ as a vector of k channels, its ci-th element is IB;’
(defined in Equation (18)). The convolution O = conv(I, F) can now be computed as an MVM:

O = F! x IP, where element-wise multiplication and addition are defined in Equation (20): Fccglc ; X

1% = HMulCPES R~ (12 [1], FEOL, [1]) and 1%, x FEOL +1°, X FOL = HAAACC (1%, x FEL 1P, x Feol ).

co,ci co,ci co,ci’ co,ci’ “ci co,ci’
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Algorithm 3: Code generation for Conv with slot size S.

Input: [ € RXEXHXW) (in ciphertext) in CHW layout and kernel F € R™k*KxK
Output: FHE program for O = conv(I, F) with O € R™*("HXW) jn CHW layout
1 V0<co<nAO<ci<k:Construct Fﬁg}ci € REK)XHW) for F (Equation (19)) ;

k
2 Construct F e (R(KXK)X(HX"V))n>< from Feol .

5 Mool g R (naK-K)x (kaxtixw) « IMRAPACKING(F°°!), where ng=min(n, k) and kg =max(n, k);
4 IP @ REXK)XUxHXW) — yREprIcaTE(], K X K, Algn) with Algn from Equation (16);
R(K><K)><(];—Z’l><k><H><W)

(Equation (21)) ;

5 IPep € < HREPLICATE(I}, %);
6 OptPatypa < OPTIMIZE_IMRA ("Orpmra = IMRA(IPep, ML Shift = H x W)");

7 Generate the following FHE-based kernel code:

OptPatyra (With Ojmra containing the result) ; // 8a
Ormra < Reduce(Orpra, &,k x Hx W) ; // 8b
O «— HMulCP(Orpra, mask|[1] pxgxw) ; // 8d

Revisiting Figure 7(a), F*°! = [[Fg"(’)l, Fg‘;l ; [Flc’%l, Flc‘il ] is constructed for the example in Figure 6(a).

Given Ig, I}’, Fg"(’)l, and Fgﬁl displayed explicitly, we compute O[0] = Fg"(’)l X I(l)’ + Fg)‘il X I}’, where x
and + are homomorphic multiplication and addition defined above.

We apply the Halevi-Shoup diagonal method [Shai and Victor 2014] to the MVM formulation O =
Fol x I°, creating a rotation-efficient layout for F°' by constructing M°! = IMRAPACKING(F®) =
M (D (FY) (line 3), flattening its individual sub-matrix elements, where & and .# are defined in

Equation (5) and Equation (7). We also create Ifep from I by replication (if needed) for dimension
compatibility with tall matrices F*°! (line 5), as in Algorithm 1 (line 2) and shown in Figure 3(b).
We derive a blocked IMRA pattern (line 6), optimized using OptimizE_IMRA from Algorithm 2
to produce the FHE-based Conv kernel (line 8), where line 8b mirrors line 5b in Algorithm 1 for
short matrices, requiring reduction to combine partial convolution results across input channels. In

line 6, Shift = H X W is used since adjacent channels in I are separated by H X W (in CHW layout).

Applying Algorithm 3 to the example in Figure 6(a) with S = 18, we set Il’ep =1’ = 1%, 1]
and F¢! = [[Fg,%l, Fg"il]; [Fi‘(’)l, Ff‘il]] (from Figure 7(a)) to compute M! (Figure 7(b)). Since S = 18,

OrTimizE_IMRA (Algorithm 2) returns the input pattern without further optimization (line 6):
Onira = HAAACC(MetaKernel ([10, IT], [F59', Fi 1, 0), MetaKernel([Ip, I ], [F{S, Fs1,9))  (22)

whose homomorphic execution is illustrated in Figure 8. Here, O = Opvra contains the two output
channels in CHW layout for Figure 6(a), ensuring compatibility with the expected output format.

THEOREM 4.4. The FHE program generated by Algorithm 3 for Conv is correct.

Proor. Correctness follows from: (1) KE2Cor maintains consistency with Im2Cot, (2) the IMRA
pattern in Algorithm 3 (line 6) remains consistent with Ke2Cot via Halevi-Shoup diagonalization
[Shai and Victor 2014], and (3) optimization by Algorithm 2 preserves correctness (Lemma 4.2). O

4.24 Discussion. Although presented for square filters K X K, our MKR approach naturally extends
to non-square filters since Ke2CoL’s foundation (Equations (16) to (19)) is size-independent.

If the input I or output O tensor (Equation (12)) exceeds ciphertext capacity, we partition them
along the channel dimension. Given input shape [Cin, H, W], I is split into I” = {IéD ,If yeens 151—1}’
where each If (with Gy, ; channels) fits into one ciphertext. Likewise, O is partitioned into OF =

Proc. ACM Program. Lang., Vol. 9, No. OOPSLAZ2, Article 317. Publication date: October 2025.



MetaKernel([I}, I?], [F§d, F4],0)

317:18 Peng Yuan, Yan Liu, JianXin Lai, Long Li, Tianxiang Sui, Linjie Xiao, Xiaojing Zhang, Qing Zhu, and Jingling Xue

1,0>

etaKernel([I}, I?], [Fy, F§q1,9)

/ BEBARERCH At coaperchAb bl CoARE \

00 0 01A1A01A1A0 0 0 01ATA 0 1A1A

203A383C1A1B1C2A1282C3A3B3C]1A1B1C2A 28]
X

0 0/0 0/1A1A01A1A0 0 0 0 1A1A 0 1A1A

BABBAC1ATB dZA\ZBPCEA\SBPCWBhd?APBPC\

00 01B1B1B1B1B1B 0 0 0 1B1B1B1B1B1B

+
BA3B3C1A1B1G2A282C3A 38 3c]1A1B1C2A1282C
X

0/0 /0 1B1B{1B1B[1B1B/0 0 0 1B1B1B1B1B1B

2B2CBABBBCHATB] CPAEBPCbAbBbCh Al1BjiceAl

B8CBC 03C3C 0 0|0/ 03C3C08C3C0 0 0 0

"
2BRC3A3B3C1A1B1C2A2B2C3A3B3C]1A1B/1C2A|
P

3C3C 03C3C 00 0/03C3C03C3C0 0 00

—n
A
AN
O._‘

MEaasnan [ITTTTT] m

HAddCC

o [IITTTTTTITTTTTTTT]

Fig. 8. Homomorphic execution of the FHE program specified in Equation (22), as derived in Figure 7.
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18 subfilters
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Fig. 9. MKR’s partitioning of O = conv(I, F) under S = 32K, where each input and output channel fits in a
ciphertext. Input I[3,128,128] is split into {I(I)J, If, I;}, and output O[6, 128,128] into {OP, .. .,Of}, each of
shape [1,128,128]. Filter F[6,3,7,7] is divided into 18 smaller filters F; ; of shape [1, 1,7, 7], one per channel.

{o?f, Of e Of;o_l}, with each Of holding Coy; channels. The kernel F is split into Py and Pp
parts along input and output channels, with F; ; € RouiXCinj XKxK 7 et Of ;= conv(Ij:D ,Fi ;) be the
. . . . . P _ P; P
partial output computed via OpTiMizE_IMRA (Algorithm 3); the full output is O; = j’ 00; ;- As

shown in Section 6, MKR yields lower multiplicative depth than FHELIPE for large Conv kernels.

When a channel exceeds ciphertext capacity (H X W > S), we segment it along H (given W < §).
Each segment (including halo) must fit within one ciphertext, following the same formalism.

Figure 9 shows MKR’s optimization of a Conv kernel where each input and output channel of a
3 X 128 x 128 image fits into a single ciphertext under S = 32K. For larger inputs like ImageNet
(3 X 224 x 224), channels are partitioned so that half a channel fits in one ciphertext.

Our MetaKernel-based IMRA pattern naturally supports depthwise convolution in models like
MobileNet [Howard et al. 2017], where each input channel is convolved with its own kernel. We
map the filter F € ROn*KxK o peol = [Feol Fé‘i’nl_l] using channel-aligned placement with input
I. A single MetaKernel suffices, as depthwise convolution avoids cross-channel interaction.

Non-unity strides create gaps in the output tensor, requiring a compaction step to extract valid
elements using masking and rotations, as in FHELIPE [Krastev et al. 2024].
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4.3 Analysis

We now compare MKR with FHE-MP-CNN [Lee et al. 2022b] and FHELIPE [Krastev et al. 2024].

For MVM C = B X A, as motivated in Section 3, MKR can significantly reduce total rotations
compared to both, and unlike FHELIPE, preserves the unencrypted output layout.

For Conv O = conv(l, F), the Single-Input Single-Output (SISO) approach—first introduced in
Gazelle [Juvekar et al. 2018]—is widely used in FHE-based DNNs. FHE-MP-CNN and FHELIPE extend
SISO to multi-channel convolutions by applying it independently to each input-output channel
pair and aggregating the results. This produces non-contiguous outputs, requiring costly HRot
operations to restore the expected layout. In contrast, MKR adopts a different tensor partitioning
strategy that preserves layout compatibility (Figure 9) and computes each smaller Conv kernel
using a new Ke2Cor-enabled, MetaKernel-based approach (Figure 7).

Table 2. Rotations and slot utilization for MVM and Conv.

Method MVM Conv
#Rotations Slot Utilization #Rotations Slot Utilization
C
%k (KXK—1)+"+“ log, Cin|) +
FHE-MP-CNN n+k-2 AL — e (e )l ([tog, Cin] 100%
Sx(n+k-1) Ulog, (srmeny) )
Cout +1og, 2 out
log min(S, n X k) KK KX K X1 S
g |———— xK—-1)+(KXK) x — |+
: ko . ( )+ K xK) ng(cianxw)
X X ;
FHELIPE log, (k) x {n 3 }+ i . Cout X C";X HxW . log, Cin+ 100%
nx
nxk Sx|—5 } Cout X Cin X HXW
MKR Per Cost Model (Equation (11))

Table 2 compares MKR, FHE-MP-CNN, and FHELIPE on MVM and Conv kernels, reporting total
rotations and slot utilization. Slot utilization reflects packing of plaintext weights (B for MVM and
F for Conv), affecting alignment with encrypted inputs. Formulas for FHE-MP-CNN and FHELIPE
follow their algorithms, except FHE-MP-CNN’s Conv rotations, simplified from [Lee et al. 2022b]
for K X K filters with unit stride. FHE-MP-CNN targets only small inputs, designed for ResNet-20
on CIFAR-10. MKR’s metrics are from our cost model in Equation (11).

Unlike these two representative methods, MKR minimizes rotations and maximizes slot utilization,
significantly advancing the state of the art, as demonstrated in Section 6.

5 Implementation

We implemented MKR in the open-source ANT-ACE compiler [Li et al. 2025], which compiles
DNN models into C/C++ FHE programs using CKKS [Cheon et al. 2019, 2017] for CPU execution.
MVM and Conv kernels share a unified template, enabling efficient MetaKernel instantiation.
Our algorithms are integrated into ANT-ACE’s Vector IR, which expresses tensor operations as
vector operations using ANT-LIB, an FHE library supporting efficient CKKS operations (e.g., HRot,
HAddCC, and HMulCP). MKR, with about 3500 lines of C++, will be open-sourced soon (Section 8).
We validated our approach through extensive benchmarking of diverse kernels and DNN models.

6 Evaluation
Our objective is to demonstrate that MKR significantly outperforms the state of the art in accelerat-
ing DNN inference under the CKKS scheme [Cheon et al. 2019, 2017].

We compare MKR with FHELIPE [Krastev et al. 2024] in terms of DNN inference performance at
both the operator (individual MVM and Conv kernels) and model (full DNNs) levels on a single
CPU. FHELIPE implements homomorphically MVM as shown in Figure 2, and Conv using the
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SISO approach [Juvekar et al. 2018], as described in Section 4.3. This comparison is justified
for four reasons: (1) FHELIPE represents state-of-the-art tensor layout transformations, matching
or exceeding hand-tuned implementations like FHE-MP-CNN [Lee et al. 2022b]. (2) Unlike FHE-
MP-CNN, which supports only single-ciphertext inputs (e.g., ResNet-20 on CIFAR-10), FHELIPE
handles various input sizes (Section 2). (3) Since research on FHE compilers remains in its early
stages, existing kernel-generation efforts primarily aim to enable homomorphic execution on
single CPUs [Dathathri et al. 2020, 2019; Li et al. 2025; Zhang et al. 2025] rather than optimize
performance. (4) Like CHET [Dathathri et al. 2019] and EVA [Dathathri et al. 2020], FHELIPE
compiles DNNs into static FHE circuits by unrolling all loops (which must have constant bounds
in FHE), substantially increasing compile time and preventing compilation of large DNN models,
as previously observed [Zhang et al. 2025] and confirmed here. Moreover, the absence of loop
structures complicates multi-core execution of FHE circuits. Multi-core parallelization, enabled by
MKR’s MetaKernel-level parallelism, will be explored in future work.
Therefore, our evaluation addresses the following three research questions:

e RQ1: Can MKR outperform FHELIPE across MVM and Conv kernels with varying sizes?
e RQ2: Can MKR outperform FHELIPE across DNN models?
e RQ3: Does MKR generate correct FHE-based kernels efficiently?

Despite recent advances [Cheon et al. 2017; Gerami et al. 2024; Luo et al. 2023], FHE remains
up to 10,000x slower for small machine learning models [Krastev et al. 2024; Li et al. 2025]. To
address FHE’s slow encrypted inference, this work reduces rotations (and thus inference time)
while maintaining high slot utilization for plaintext weights to improve MVM and Conv efficiency.
Unlike FHELIPE, which maximizes slot usage via full replication at the cost of excessive rotations,
MKR balances rotation overhead and slot utilization using a rotation-aware cost model, enabling
efficient support for large DNN models with inputs exceeding single ciphertext capacity.

For a plaintext tensor T of shape [mg, my,...,m,_1], its slot utilization rate is defined as

?;01 m; /(S X n), where ng is the number of plaintexts used to store T.

All experiments for FHELIPE and MKR were conducted on a single Intel(R) Xeon(R) Platinum
8369B CPU at 2.70 GHz with 1 TB RAM, running Ubuntu 20.04. For fair comparison, both methods
used the same CKKS parameters: input scale A = 2%, output scale gy = 2%°, ring degree N = 21°
(i.e., S = N/2 = 32K) (Section 2.1), and ciphertext modulus Q set according to the multiplicative
depth to ensure 128-bit security [Albrecht et al. 2019; Bossuat et al. 2024].

6.1 RQ1: DNN Kernels

We evaluate 10 representative MVM and Conv kernels with small and large inputs (Table 3),
including ciphertext input (shape), plaintext weight (shape and size), and FLOPs (floating-point
operations performed). The eight Conv kernels include four from ResNet18 with ImageNet inputs
(marked "Large"), where each image exceeds a single ciphertext, and four from ResNet20 with
CIFAR10 inputs, where each image fits into one ciphertext. For Conv kernels (Equation (12)),
"Ciphertext Input” refers to the input tensor I, and "Plaintext Weight" refers to the kernel tensor F
with shape [Cout, Cin, H, W] and size Coyt X Cin X H X W. For MVM kernels (C = B X A), including
MVM1 from AlexNet and MVM2 from ImageNet in VGG11, "Ciphertext Input" refers to A with
shape [k], and "Plaintext Weight" refers to B with shape [n, k] and size n X k.

As noted in Section 3, aligning plaintext weights with ciphertext inputs is challenging but
essential for minimizing costly ciphertext rotations and ensuring efficient homomorphic execution.

For both MVM and Conv, MKR substantially outperforms FHELIPE by significantly reducing
rotations, despite FHELIPE achieving better slot utilization. This shows that blindly adopting full
data replication does not yield high inference performance, which is essential for PPML adoption.
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Table 3. MVM and Conv kernels from real-world DNN models.

Kernel Ciphertext Input Plaintext Weight FLOPs

Shape Shape Size (KB) (Millions)
Convl [3,32,32] [16,3,3,3] 0.43 0.88
Conv? [16,32,32] [16,16,3,3] 230 472
Conv3 (32,16, 16] [32,32,3,3] 9.22 472
Conv4 [64,8, 8] [64, 64,3, 3] 36.86 4.72
Conv1_Large [64, 56, 56] [64, 64,3, 3] 36.86 230.69
Conv2_Large [128, 28, 28] [128,128,3,3] 147.46 230.69
Conv3_Large [256,14, 14] [256, 256, 3, 3] 589.82 230.69
Conv4_Large [512,7,7] [512,512,3,3]  2,359.30 230.69
MVM1 [4096] [4096,4096]  16,777.22 33.55
MVM2 [25088] [4096,25088] 102,760.45 205.52

6.1.1 Conv. We evaluate four small Conv kernels (Conv1-Conv4) and four large ones (Conv1_Large-
Conv4_Large). The small kernels serve for testing and benchmarking, while the large ones reflect
practical applications. MKR performs significantly better on the large kernels.

For small Conv kernels (Table 4), MKR outperforms FHELIPE by 10.08X to 15.17X. While FHELIPE
achieves 100% slot utilization for kernel weights F, it incurs high rotation costs. For instance, Conv4
requires 48 rotations for 8 independent computations (each needing log,(Ci,) = 6 rotations), 35
for aligning I with F, and 7 for merging ciphertexts in its final layout conversion step, totaling
90. In contrast, MKR requires only 32 rotations—14 for replicating I (y(Ps + 1) + bs®*" — 1), 15 for
accumulating results from 16 MetaKernels (Pp/Ps — 1), and 3 for result reduction (Ps — 1), according
to its cost model (Equation (11)) with the values of these parameters listed in Table 8. By reducing
FHELIPE’s excessive rotations and eliminating its final layout conversion, MKR ensures output
tensor layout compatibility. Both methods require the same multiplicative depth of 2.

For large Conv kernels (Table 5) used in practical applications, where I, O, and F span multiple
ciphertexts, MKR outperforms FHELIPE by 88.21X—-153.28%. Both methods achieve 100% slot uti-
lization for F, but FHELIPE incurs significantly higher rotation costs due to extensive masking and
cross-ciphertext reconstruction, requiring a multiplicative depth of 4. In contrast, MKR partitions
tensors I and O along the channel dimension and aligns F accordingly (Figure 9), distributing
subtensors across ciphertexts (as detailed in Section 4.2.4, with partitioning parameters Pr and
Po given in Table 8). This strategy reduces the required multiplicative depth to 2. For example,
Conv2_Large with I[128, 28, 28] and F[128, 128, 3, 3] requires FHELIPE to replicate I 128 times, using
512 ciphertexts with log,(128) = 7 rotations each, totaling 512 X 7 = 3584 rotations (out of 4142
total). In contrast, MKR ’s MetaKernel-based approach reduces this total to only 1060 rotations.

6.1.2 MVM. Table 6 shows results for two MVM kernels. MKR outperforms FHELIPE by generating
far fewer rotations, though it has lower slot utilization for B in MVM1.

Let us take MVM1 (B[4096,4096]) as an example. FHELIPE requires 512 independent computations
to produce C[4096], with each handling (4096 x 4096)/S = 8 elements of C. Each group of 8
elements is computed via ciphertext-level summation across log,(4096) = 12 rotations, totaling
512 X 12 = 6144 rotations. The 512 ciphertexts hold partial results for C, requiring 511 additional
rotations to merge them into a single output (Figure 2). In contrast, MKR uses an IMRA pattern
layout with optimal parameters P, = 128 and P = 4 with bs°P* = 32 inferred (Table 8), requiring
only P, /P = 32 MetaKernels. This enables all 4096 elements of C to be computed within a single
ciphertext, eliminating intermediate rotations and post-computation merging. For large MVM
kernels, FHELIPE’s full replication strategy for B becomes increasingly inefficient as B grows.

For MVM2, the FHELIPE-generated version fails to finish within 20 hours, while MKR completes in
just 49.03 seconds due to excessive rotations generated with FHELIPE’s 65,535 vs. MKR’s 135.
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Table 4. Comparison of MKR and FHELIPE for small Conv Kernels.

Kernel FHELIPE MKR
Slot Utilization Rotations Time (secs) Slot Utilization Rotations Time (secs) Speedup

Convl 100% 40 29.45 50% 17 2.26 13.03x
Conv2 100% 56 42.25 50% 26 4.19 10.08%
Conv3 100% 73 43.85 50% 28 2.89 15.17X
Conv4 100% 90 45.01 50% 32 3.12 14.43%

Table 5. Comparison of MKR and FHELIPE for large Conv Kernels.

FHELIPE MKR

Kernel

Slot Utilization Rotations Time (secs) Slot Utilization Rotations Time (secs) Speedup
Convl_Large 100% 3,220 12,089 100% 1,096 88.50 136.60%
Conv2_Large 100% 4,142 13,686 100% 1,060 89.29 153.28%
Conv3_Large 100% 4,628 13,508 100% 1,042 101.01 133.73%
Conv4_Large 100% 5,127 13,220 100% 1,033 149.87 88.21x

Table 6. Comparison of MKR, FHELIPE, and BSGS for MVM kernels.

Kernel FHELIPE BSGS MKR

Slot Utilization (B) Rotations Time (secs) Slot Utilization (B) Rotations Time (secs) Slot Utilization (B) Rotations Time (secs) Speedup (FHELIPE) Speedup (BSGS)
MVM1 100.00% 6,658 3,019.95 12.50% 193 55.58 50.00% 71 16.13 187.23x 3.45%
MVM2 76.56% 65,535 >20h 76.56% 384 343.71 76.56% 135 49.03 - 7.01x

In Table 6, we also compare MKR with the Baby-Step Giant-Step (BSGS) algorithm from
HELIB [Halevi and Shoup 2018]. BSGS decomposes C = B X A, where B is an n X n square matrix,
into ny groups of n, diagonals, with n = n; X n;. MKR achieves speedups of 3.45X on MVM1 and
7.01Xx on MVM2 over BSGS by significantly reducing costly ciphertext rotations. BSGS is primarily
used for square matrices in bootstrapping in HELIB, SEAL [SEAL 2020], and OpenFHE [Ahmad et al.
2022], as it is less efficient for non-square matrices. In contrast, MKR supports efficient execution
of both MVM and Conv operations with arbitrary input dimensions.

6.1.3  Discussion. MKR achieves significant speedups over FHELIPE across these kernels by dramat-
ically reducing rotations. This optimization directly lowers rotation costs and substantially reduces
associated overheads, such as fewer temporary ciphertexts/plaintexts, fewer masking and HMulCP
operations required to manage these temporaries, and improved memory efficiency—especially
beneficial for large tensor operations common in practical DNN models.

6.2 RQ2: DNN Models

We evaluate a range of deep learning models—ResNet, AlexNet, VGG16, SqueezeNet, and Mo-
bileNet—on CIFAR-10 ([3, 32,32]) and ImageNet ([3, 224, 224]). These models are more complex
than those used in prior studies such as FHELIPE [Krastev et al. 2024] and FHE-MP-CNN [Lee et al.
2022b], which exclude large inputs that span multiple ciphertexts. Our evaluation also includes
depthwise Conv kernels, which are essential in modern architectures like MobileNet.

Given S = 32K, MKR partitions each ImageNet input into six ciphertexts (half a channel per
ciphertext), as detailed in Section 4.2.4. In contrast, FHELIPE partitions inputs along width W,
padding dimensions to powers of 2, which leads to excessive rotations and associated overheads.

Table 7 reports average inference times (three runs), detailing MVM and Conv contributions.
Like FHELIPE [Krastev et al. 2024], ANT-ACE (which hosts MKR) employs high-degree polynomial
approximations for non-linear operations [Lee et al. 2021]. FHELIPE successfully compiled four
CIFAR-10 models (single-ciphertext inputs), but failed to handle: (1) MobileNets (due to unsup-
ported depthwise convolutions) and (2) larger models (> 10 hours due to inefficient FHE circuit
representations [Zhang et al. 2025]). While FHELIPE compiles the first Conv layer for these larger
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Table 7. Comparison of compile and inference times for DNN models generated by MKR and FHELIPE.

FHELIPE (secs) MKR (secs)
Models Compile-Time Runtime Compile-Time Runtime Speedup
Conv  MVM Total Conv MVM Total

CIFAR10 Models

ResNet20 39.50 457.64 0.758  1905.05 142  107.05 1.23  1070.37 1.78x
SqueezeNet 39.07 1301.67 0.63 2377.25 2.11 240.92 3.17 1359.2 1.75%
AlexNet 283.55 7950.07 3164.95 11794.99 77.39 78.38 55.72  995.89 11.84%
VGG11 53.69 3965.14 0.80 4,687.14 1.88 66.82 491  757.19 6.19x
MobileNet - - - - 0.97 101.52 10.22 1662.27 -
ImageNet Models

ResNet18 >10h OOM (1st Layer) - - 49.56 5439.06 4.04 11717 -
SqueezeNet >10h OOM (1st Layer) - - 18.93 4441.22 429 13534 -
AlexNet >10h OOM (1st Layer) - - 338.21 2049.48 48.38 4364 -
VGG11 >10h OOM (1st Layer) - - 812.14 9275.19 69.14 28652 -
MobileNet - - - - 12.13  5079.21 454 15,594 -

B Fhelipe MKR

Comp. Time (secs, log;o scale)

o o o co““& <9 ¥ w o Nl \'\“‘p \'\‘1\0
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Fig. 10. Comparison of MKR and FHELIPE in compile time for MVM and Conv Kernels.

models, execution resulted in out-of-memory (OOM) errors within 12 hours (on a 1TB system),
primarily due to excessive rotation operations and associated computational overheads.

In contrast, MKR compiled and ran all models successfully. For the four FHELIPE-compiled
models that ran, MKR achieves 1.75X-11.84X speedups. As input size increases, Conv accounts
for 31.80-46.96% of inference time, compared to 10% for small models [Krastev et al. 2024]. These
results not only demonstrate MKR’s ability to enable the homomorphic execution of large DNNs
but also highlight the growing need to accelerate homomorphic Conv performance.

6.3 RQ3: Efficiency and Effectiveness

Compile Times. Figure 10 compares the compile times of MKR and FHELIPE (in log,, scale) across
10 MVM and Conv kernels from Table 3. For MVM kernels, MKR spends most of its time generating
the rotation-efficient matrix M, (lines 4-5, Algorithm 2) from the plaintext matrix B, which is
typically larger than the Conv kernel matrix F®°! (Equation (21)). For full DNN models (Table 7),
MKR compiles all within 14 minutes. In contrast, FHELIPE takes an order of magnitude longer to
compile the first four small models (which completed successfully) and fails to compile the four
larger models (labeled “>10h”) within 10 hours, due to its reliance on static FHE circuits—which
scale poorly for large programs, as previously observed [Zhang et al. 2025] and confirmed here.
Impact of MKR’s MVM and Conv Optimization on Model’s Total Inference Time. For the
four models that run successfully under FHELIPE (Table 7), Figure 11 shows that MKR’s speedups
over FHELIPE result from significant reductions in Conv and MVM execution times across all models.
For example, for AlexNet-CIFAR10, which includes 5 Conv and 3 MVM layers across 8 layers, MKR
achieves its largest speedup of 11.84% by reducing the total MVM time from 3164.95 seconds to
55.72 (56.80%) and the total Conv time from 7950.07 seconds to 78.38 (101.43X).
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Fig. 11. Comparison of MKR and FHELIPE for Conv and MVM contributions to inference time across models.

Table 8. MKR’s tensor partitioning and optimal IMRA blocking results for MVM and Conv kernels.

Kernel Tensor Partitioning Optimal Blocking
Pr Po Search Space P, P; bs"

Convl 1 1 3 4 1 9
Conv2 1 1 5 16 1 9
Conv3 1 1 11 32 2 9
Conv4 1 1 18 64 4 9
Convl_Large 8 8 1 8 1 9
Conv2_Large 4 4 1 32 1 9
Conv3_Large 2 2 1 128 1 9
Conv4_Large 1 1 1 512 1 9
MVM1 n/a n/a 36 128 4 32
MVM2 n/a n/a 13 64 1 64

MKR’s Tensor Partitioning and Optimal IMRA Blocking. Table 8 summarizes the tensor
partitioning and optimal blocking parameters for the 10 kernels listed in Table 3. Tensor partitioning,
defined by input/output channel splits (Pj, Po), follows the scheme described in Section 4.2.4.
Optimal blocking, obtained by solving Equation (11), includes the search space size, selected
parameters (P, P;), and the resulting block size bs®** (computed in line 2 of Algorithm 2). The
reported results indicate that both steps incur negligible compile-time overhead.

Correctness. Given the slow performance of FHE, we validated MKR’s correctness using the
10 kernels in Table 3. For each kernel optimized by MKR, encrypted results were decrypted and
compared with unencrypted results. MKR maintained a relative error threshold of 0.001% (1 x 107°),
ensuring three significant digits of precision and validating correctness at the operator level.

Inference Accuracy. Given FHE’s slow DNN inference speeds (Table 7), inference accuracy is
typically validated using small DNN models and a limited set of image samples. FHELIPE reports
less than 1.0% accuracy loss for ResNet-20, RNN, and LogReg [Krastev et al. 2024], while ANT-
ACE also averages under 1.0%. Using 1,000 CIFAR-10 images per model, MKR, implemented in
ANT-ACE, maintains the same average accuracy for all models. In comparison, expert hand-tuned
implementations [Lee et al. 2022b] also show an accuracy drop of 0.1% to 0.6%.

7 Related Work

Recent advances in CKKS [Cheon et al. 2019, 2017] have improved the practicality of PPML [Giirsoy
et al. 2020] by enabling SIMD parallelism and fixed-point arithmetic. FHE Libraries like SEAL [SEAL
2020] and OpenFHE [Ahmad et al. 2022] provide fast FHE operations and simplify development.
However, building efficient, correct, and secure FHE applications remains challenging and error-
prone, often taking weeks even for experts [Krastev et al. 2024].
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To ease development, several FHE compilers have emerged—nGraph-HE [Boemer et al. 2019],
HECATE [Yongwoo et al. 2022], DECAPO [Cheon et al. 2024], CHET [Dathathri et al. 2019], EVA
[Dathathri et al. 2020], FHELIPE [Krastev et al. 2024], and ANT-ACE [Li et al. 2025]—primarily
targeting small DNNs with CIFAR inputs. These compilers focus on managing rescaling [Cheon
et al. 2024; Dathathri et al. 2020; Liu et al. 2025; Yongwoo et al. 2022] and bootstrapping [Cheon
et al. 2024; Krastev et al. 2024; Liu et al. 2025], often with DSL support. Recent efforts have further
advanced end-to-end FHE compilation pipelines. Orion [Ebel et al. 2025] translates PyTorch-based
DNNs into FHE programs and supports high-resolution tasks such as ImageNet classification and
YOLO-v1 object detection. Cinnamon [Jayashankar et al. 2025], by contrast, targets system-level
scalability, proposing a scale-out accelerator architecture and parallel FHE compilation strategies
for large models like BERT, yielding notable speedups over CPU execution.

As reviewed in Section 2, layout optimization for large tensor operations in FHE remains nascent,
with FHE-MP-CNN [Lee et al. 2022b] (hand-tuned) and FHELIPE [Krastev et al. 2024] (DSL-based)
representing the state of the art. FHE-MP-CNN provides optimized kernels for ResNet, while FHELIPE
automates layout transformations. MKR introduces MetaKernel-based compilation, outperforming
FHELIPE on MVM/Conv and integrating seamlessly with the open-source FHE compiler ANT-ACE.

FrEeLipE [Krastev et al. 2024] was the first FHE compiler to automate MVM and Conv translation
for arbitrary input sizes. However, its full-replication strategy for plaintext weights leads to excessive
rotations, significantly impacting performance. Moreover, its loop-free FHE circuit representation
harms compile-time scalability for large DNN models. In contrast, MKR employs a rotation-aware
cost model to co-optimize rotation costs and slot utilization, achieving superior performance.
Implemented in ANT-ACE, which preserves loop structures in its IR, MKR demonstrates both
compile-time efficiency and scalability when compiling large DNN models.

Prior work uses microkernels for efficient plaintext computation: POCA [Su et al. 2017] generates
vectorized GEMM kernels, OneDNN [Jianhui Li and Lavery 2024] employs batch-reduce GEMM,
and MikPoly [Yu et al. 2024] combines fixed-size kernels dynamically. Unlike these, MKR introduces
MetaKernels that compose horizontally (enhancing SIMD parallelism) and vertically (improving
computational parallelism) for high-performance homomorphic MVM and Conv operations.

8 Conclusion

We introduce MKR, a new compiler approach for generating high-performance homomorphic
MVM and Conv kernels in a unified framework. MKR explores MetaKernel-based IMRA layouts to
minimize rotations while maintaining high slot utilization. It advances the state of the art with a
rotation-aware cost model that balances rotation overhead and slot utilization, handles arbitrary
input sizes, preserves output tensor layout, and significantly outperforms prior work.

We plan to extend our work in several directions. First, with the growing importance of privacy
in LLMs, we aim to integrate MKR with batch matrix-matrix product, a key operator in inference, to
enhance CKKS-based performance. LLM inference remains challenging under CKKS, primarily due
to substantial memory overhead from CKKS parameter expansion. This necessitates effective model
partitioning and efficient ciphertext communication across distributed nodes. Second, leveraging
the high concurrency of MKR-generated MetaKernels, we will explore GPU acceleration for CKKS,
building on recent advances in GPU-based FHE [Fan et al. 2023; Zhai et al. 2022]. Finally, MKR’s
unified code template enables high tunability. We plan to develop auto-tuning for various RLWE-
based schemes across hardware platforms.
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